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It is essential for children and young people to understand that they will not face legal
repercussions if they report sextortion to law enforcement. Support and protection are
available to help victims through the process.

How to report child online child sexual abuse

If you or a child are in immediate danger, call Triple Zero (000).

Online child sexual exploitation should be reported to the Australian Centre to Counter
Child Exploitation (ACCCE) at www.accce.gov.au

The eSafety Commissioner can assist in removing:
e Serious child cyberbullying content
o Image-based abuse (intimate images or videos shared without consent)
e Illegal and harmful online content

Visit the eSafety Commissioner’s website for details on what can be reported and how to
make a report.

www.esafety.gov.au

Online risks for children and young people

Introducing your child to the online world can feel like a big and sometimes
overwhelming step, especially when you are unsure of the risks that come with
it. To help you navigate this, it is important to understand the four main online risks
children may face:

1. Content Risk

Content risk occurs when a child is exposed to harmful or distressing material online. This
can include violent or graphic imagery, extremist content, or sexual content that is not
age appropriate.

2. Contact Risk

Contact risk involves a child being approached by someone with harmful intentions,
whether the person is known to them or not. This can include grooming, cyberflashing,
stalking, identity theft or attempts to recruit them into extremist or criminal activities.
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3. Conduct Risk

Conduct risk refers to harmful behaviour that a child may experience, witness or
participate in online. Examples include cyberbullying, trolling and sexual harassment, as
well as involvement in dangerous online trends or communities that promote self-harm,
eating disorders or risky challenges. These behaviours often come from peers and can be
influenced by power imbalances.

4. Contract Risk

Contract risk relates to the exploitation of children through online commercial practices.
This may include scams, gambling, manipulative advertising or marketing of age-
inappropriate products. It also encompasses illegal activities, such as the online
distribution of child sexual exploitation material.

Online Grooming

Online grooming is a deliberate process where an adult establishes and builds a
relationship with a child or young person through the internet, with the intent to facilitate
sexual abuse. This manipulation typically occurs via digital platforms such as social media,
gaming environments, messaging apps, and other online communication tools.

The primary goals of online grooming are:

e Gaining access to the child or young person for the purpose of sexual abuse,
either online or in person.

« Obtaining sexual material involving the child or young person.

o Building trust and manipulating the child or young person into complying with the
abuser’s demands.

« Ensuring silence, often through coercion or threats, to prevent the child from
reporting the abuse.

e Avoiding detection, by creating a false sense of security or normalising
inappropriate behaviour.

Sextortion

Sextortion is a form of online blackmail in which an individual coerces someone into
sending sexual images or videos, then threatens to share those materials unless certain
demands are met. Perpetrators may also capture sexual images of a person during a live
stream or video call, sometimes without their knowledge, a practice known as “capping.”
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Demands made by offenders often include money or sexual favours. While anyone can be
targeted by sextortion, children and young people are particularly vulnerable.

It is important to note that any sexual images or videos involving individuals under the
age of 18 are classified as child abuse material. Perpetrators obtaining such material may
threaten to share it with the victim’s friends, family, or social circles unless their demands
are met. This can cause the victim to feel fear, embarrassment, or shame, often
discouraging them from reporting the crime.

For more information: www.esafety.gov.au

Sexual Violence Specialist Support in the Northern Territory

Ruby Gaea Darwin Centre Against Sexual Violence Phone (08) 8945 0155

Free, confidential, community-based counselling in Darwin & Palmerston for victim/survivors and families.

Sexual Assault Referral Centres NT

Darwin Phone (08) 8922 6472
Katherine Phone (08) 8973 8524
Alice Springs Phone (08) 8955 4500
Tennant Creek Phone (08) 8962 4361

Free, confidential counselling / medical support for recent incidents of sexual assault
Darwin and Alice Springs phone lines available 24/7

24 /7 Phone Help Lines:

Northern Territory

Sexual Assault Referral Centre (SARC) Phone (08) 8922 6472
Northern Territory Police Phone 131 444
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Australia-Wide

1800 RESPECT* Phone 1800 737 732
13 YARN (Aboriginal & Torres Strait Islander People Crisis Support) Phone 139 276
Lifeline Crisis Support Service* Phone 131 114
Kids Helpline (5 to 25 years) * Phone 1800 551 800
Men’s Line Phone 1300 789 978

Other Support Options:
Blue Knot* (adult survivors childhood trauma & families) 9am-5pm Phone 1300 657 380
Qlife* (LGBTIQ+ peer support) 3pm to 12am Phone 1800 184 527

* Services also provide webchat options

Women’s Legal Services in the NT

Top End Women's Legal Service (TEWLS) Phone (08) 8982 3000
Domestic Violence Legal Service (DVLS) Phone (08) 8999 7977
Katherine Women'’s Information and Legal Service (KWILS) Phone (08) 8972 1712
Central Australian Women'’s Legal Service (CAWLS) Phone (08) 8952 4055
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